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The CFO as
GUARDIAN AND PLAYER
• Financial executives are often viewed as
scorekeepers (or obituary writers)
• Our goal is for you to emerge from this
conference determined to be a player
on the field, not a sideline reporter
• That is how you will make the biggest
difference

BEST BUSINESS ADVICE
I EVER GOT FROM MY DAD
Always take your job serious, but
don’t ever take yourself serious.

-FIRST, A DIVERSION-

THE IMPORTANCE OF TERMINOLOGY
WRONG

RIGHT

A Plug

Derived Value

Guess

An Estimate

Bad Guess

An estimate in need of revision

Really Bad Guess

An estimate which has lost its validity

Play with Numbers

We DO NOT play with numbers. We analyze data.

Error

An inadvertent calculation

Mistake

A decision ripe for further review or revision

THE ROLE OF GUARDIAN
• The role of Guardian requires that you accept and discharge
responsibility for protecting your institution’s financial integrity and
reputation
• This requires fidelity to best practices in the business processes
• In the context of ABHE, this frequently extends to responsibility for:
•
•
•
•

Physical plant
HR
Information technology
Risk management

ESSENTIALS OF
FINANCIAL INTEGRITY
• Solid accounting and reporting processes
• Adequate internal accounting controls
•
•

Using internal resources
Using outside resources

• Understanding your institution’s
•
•
•

Financial position
Results of operations
Cash flows (NEVER omit this step)

• Focus on the capital structure (more later)
•

All organizations must be sufficiently capitalized
•

•

Both LT and Working Capital

Efficient use of debt

ENTERPRISE (INSTITUTIONAL)
RISK MANAGEMENT
• An organization-wide assessment of the various risks that you face
• Here is an example exercise
• Other than a global pandemic, list the top 5 institutional risks with greater
than a nominal possibility of occurrence and a potential material adverse
consequence:
1.
2.
3.
4.
5.

Loss of a major donor
Inability to renew maturing debt
Decline in enrollment
Cybersecurity incident
Loss of doctoral faculty

• Assess the probability of each, compile them in weighted average form,
address responses accordingly

RISK MANAGEMENT CONTINUED
IDENTIFIABLE RISK

FINANCIAL IMPACT

PROBABILITY OF
OCCURRENCE

PROBABILITY ADJ. IMPACT

Loss of major donor

$250,000

10%

$25,000

Inability to renew debt

$1,000,000

10%

$100,000

Decline in enrollment

$100,000

30%

$30,000

Cybersecurity incident

$250,000

25%

$62,500

Loss of doctoral faculty

$60,000

60%

$36,000

Total prob. adj. exposure

$253,500

TWO THINGS YOU SHOULD ALWAYS
DO ANNUALLY
Update Legal Awareness

Review Insurance

• General and Board Governance

• Understand what risks are insurable
and demand accountability from
your insurance brokers

• Clear policies on board
operations
• Conflict of interest
• Self assessment
• Human resources
•

OHSA and other regulatory guidance

•

Clear policies addressing faith based
discrimination

•

ERISA compliance

•

Etc.

• Formally review coverage and
examine risks

AND NOW, A WORD
ABOUT CYBERSECURITY
• Understand the threat matrix – you are
high on it!!!
• Most likely vulnerabilities
• Compromise of personally identifiable
information
• Ransomware

• Will likely result from either phishing or
spear phishing via email
• Solar Winds hack has created a paradigm
shift in the cybersecurity threat matrix
• Supply chains now vulnerable
• Information security now elevated role

AN EXAMPLE

CYBERSECURITY PRECAUTIONS
-A FEW BASICS-

• This is a continuous process, not an annual event!!!
• Breach is assumed; containment is the goal
• Supply Chain is in play
• Gold Standard includes a closed network and end point detection
• Start with local area network and your individual workstations
•

Principle of least possible privilege

•
•
•

Allow only whitelisted devices on network
Always maintain updates to operating systems; force them
Network wide virus protection if at all possible

•

Identify critical databases; write and enforce backup policies; rely on checklists

•
•

Understand protections offered by 3rd party vendors
Use KnowB4, or similar service, for awareness training and rigidly enforce;
consider letting offenders go. It really is that serious.

•

Avoid administrator privileges unless absolutely necessary

•

Use Barracuda Networks if you can afford it

•
•

Maintain off-net copies if possible
Daily (30) Monthly (12) Annual (=>7)

• Get to know your local FBI agents from the Counterintelligence Division and use
their resources and guidance

THE CFO AS A PLAYER
• Your skill set is information
• Information that is critical and best supplied
by you and your team

• The Goal:
• Information that is useful to informed decision
making

• To be useful the information MUST be both:
• Accurate
• Timely

• Relevance is assumed
• Accurate means sufficient, not perfect!
• Close enough to matter
• How close do I have to be?

• Timely means soon enough to aid in decision
making
• Announcing someone is dead after the burial
is a bit unnecessary

CONCLUSION
• Yours is a tough job, if for no
other reason than the many hats
you must wear and the chase for
resources
• You can do it…after all, it is a
high calling
• It won’t be easy but if it was,
Staples would do it
• It will be worth it!!!

THANK YOU VERY MUCH!

